California Department of Rehabilitation
Multi-Factor Authentication – Vendor Reference Guide
The Department of Rehabilitation’s (DOR’s) VR Connections Portal Multi-Factor Authentication (MFA) feature is a two-step authentication process that allows vendors to securely access DOR authorizations via the Portal. This feature is similar to current banking and healthcare systems requiring users to prove their identity with two verification factors to gain access to their account. The MFA feature is being introduced in the VR Connections Portal in accordance with the California Government Code Regulation (11549.3), which states that sensitive/personal information must be protected.
The DOR is providing vendors with three methods to complete the MFA when they login:
1. Email
· Log into Portal using your email address and password
· An email will be sent to you with a short code to complete the login
2. Text
· Log into Portal using your email address and password
· A text will be sent to you with a short code to complete the login
3. Salesforce Authenticator App
· Download the Salesforce Authenticator App to a mobile device
· Log into the Portal using your email address and password
· The App will generate a code at login to complete the login

This prevents anyone who does not have access to your email address, password, and additional verification factor from accessing the Portal and your account information.

Initial Signup for MFA – Vendor Information
· You will receive an email, similar to the one below, when you are being sent a DOR authorization:
[image: ]
· If you do not already have an MFA account, the link will take you to a registration page like this:

[image: ]

· Please enter an Authorization Number previously issued from DOR to your company to confirm your identity. This is a one-time confirmation. (NOTE: For new vendors only, you can enter the current Authorization Number).
· Create a password and confirm it. Ensure password is sufficiently complex and meets the minimum requirements. (Minimum password length is 10 and must include alpha and numeric characters)
· You will then select a preferred MFA method (Email, Text, or Authenticator App - see below). NOTE: Once you select an option, you cannot change it.

Email Verification Code
· You will receive an email with the code to enter in the Verify Identify Box
Text Message Verification Code
· You will receive a text message with the code to enter in the Verify Identify Box
Salesforce Authenticator App
· Open the Salesforce Authenticator App
· Your Vendor’s connected accounts are listed, and each has its own 6-digit code
· Select the correct Vendor account and enter the 6-digit code in the browser (each code expires after 30 seconds)
· NOTE: The MFA App is available for both iOS and Android devices. 
· Click Sign Up to begin.

Logging in once the Vendor has established an MFA Account:

· You will receive an email notification that an authorization has been issued to you, like the one shown above.
· You can then log into your account with your password:
· Based on the MFA method you selected during registration; you’ll be able to complete your login (example below represents the email MFA method):

[image: ]

· After completing MFA, you will then be logged into the Portal and can open and access the authorization.

For more information, please visit the DOR’s VR Connections webpage at 
https://dor.ca.gov/Home/VrcIntro
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Hello Cory (vendor),

An authorization for goods and/or services has been authorized by the Department of Rehal

Authorization: PO534333758

Type: Commodity

Issued Date:  9/14/2021

StartDate:  9/14/2021 Select Link to Log In
EndDate:  N/A

Vendor: SEARS

You can sign up or login 1 her

After authorized goods/services have been provided please submit your invoice for this authorization to geb.invoice@dor.ca.gov to ensure prompt payment for your ser

Il © e vere tosearch





image2.png
@ VR Connections Portal Project -~ X | @ httpsy/qa2-cadorcs32forceco X @ Register x 4+

© - o0 X

C O @ qe2-cadordcs32force.com/c/sflogin/SelfRegister?iname=Coryivendorld=204528lname=9%28Vendork298iauthid=53433377 18 email=corylemings¥.. ¢ 6« *»0© :

@ nDOR-Home . Virtual Rapport Buil.. [ Veteran Readiness.. | SCMC | Resources || VRC b Business Specialists i§ Microsoft Forms
vendor portal.

Name

Cory (Vendor)

Email

corylemings@dor.cagov

Prevous Authorization Number

(Previous Authorization Number)

Password (min. 10 alphanumeric characters)

Create Password

Confirm Password

Confirm Password

Multfactor Authentication
o Enal

SMS Text message

Authenticator app (download app for mobiledevice)

7| Otherbockmarks | [ Reading list





image3.png
De DEPARTMENT of
REHABILITATION

Employment, Independence & Equality
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You are trying to log into the VRC portal.
To make sure your account is secure, we have to verify your identity.
Plezse enter the verification code that was emailed to 1*****@dor.ca.gov.
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